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PABOYASA NPOrPAMMA YYEEHOW OUCLUMMIINHDI

51.0.08 NHpopmaumoHHas 6e3onacHOCTb M 3almTa MHGopMauum

1. Kog u HaumeHoBaHue HanpaBJlieHnsa noAroTtoBKu | cneunanbHOCTMU:

09.04.03 MpuknagHas nHgopmaTmka

2. NMpodnnb nogroToBku / cneumanusauusa/marncrtepckas nporpamMmma:

|_|pI/IKJ'Ia,EI,Ha$I VIHC*)OpMaTI/IKa B counanbHbIX 1 MEOULUNHCKMUX CUCTEMaX

3. KBanudmkauusa (cteneHb) BbINYCKHUKA: Marnctp

4. dopma oby4yeHuUA: oYHas

5. Kachepgpa, oTBevarLwasn 3a peanmsaumio gucumnnumibl: ERP-cuctem n 6usHec
npoweccoB

6. CoctaButenu nporpammbl: CadpoHoB B. B., kaHONOAT TEXHUYECKUX HayK, AOLIEHT
kacbeapbl ERP-cuctem n 6usHec npoueccoB

7. PexomeHpoBaHa: HMC dakynbTeTa lNpuknagHon mateMaTuku, MHpoOpMaTrKn 1
MexaHukn Ne 8 ot 15.04.2022

8. YuebHbin ron: 2022/2023 CemecTtp(bi): 1



9. Llenu 1 3agaym y4e6HOM ANCLUNIINHBI

Lienamun ocBoeHus y4ebHOM ANCUUNINHBI ABRSIOTCS:
dhopmmpoBaHMe LLEENOCTHOMO NpeacTtasneHnsa 06 nHopmaumoHHon 6es3onacHoCTU n
3aluTe JaHHbIX, NOyYeHNe TeopeTUYECKUX U NPAKTUYECKUX 3HAHWUIA, MO3BOSOLLNX
OCYLLECTBNATb pa3paboTKy anroputMoB 1 KOMMbIOTEPHbBIX MPOrpaMm C y4ETOM OCHOBHbIX
TpeboBaHnn NHPOPMaLMOHHON Be30MacHOCTN.

3agaym y4ebHON UCUUNNNHBI

— M3YyYeHme OCHOB TexHonornn obecneveHnss MIHPOPMaLMOHHOM Be30NacHOCTHU;

— M3y4YeHWe MeTOAONOMMN MNPOEKTUPOBAHUA W peanu3aumm CUCTEMbl 3aluuThbl
WHpopMauuKn, C y4yeToM Yrpo3, XapakTepHblX ANA COBPEMEHHbIX WMHTEpPHEeT/MHTpaHeT-
ceTen;

— MNoslyYeHne 3HaHUN U yMeHU, HeobxoamMMbIX ANs pa3paboTkMm NPOrpammMHOro u
WMHOPMaLUNOHHOIO obecrneyeHns KOMMbIOTEPHLIX CeTel, aBTOMaTU3NPOBAHHBLIX CUCTEM,
CEepBUCOB, OMEPaLMOHHbIX cucteM u 6a3 AaHHbIX C Yy4EeTOM OCHOBHbIX TpeboBaHuWN
MHdopMaumnoHHon 6e3onacHocTn

— noslyYyeHue 3HaHuU, HeobXoauMbIX AN aKCnryaTtaumm nporpaMmm 1 NporpaMmmHbIX
Komnnekcoe B obnactu uHGOpPMauUMOHHOW 6Ge3onacHOCTM Npu  pelleHun  3ajad
npocdeccrnoHanbHON AeATENbHOCTMW.

10. Mecto y4yebHOM AaucuunnuHbl B cTpyktype OIOI: gucumnnuHa oTHOCUTCH K
obsizaTtensHom Yactn 6noka b1 gucunnnuH yyebHoro nnaHa.

11. TlnaHupyemble pe3ynbTaTbl OOy4YeHMss Mo AucuunnuHe/Moaysnio (3HaHuA,
YMEHMUA, HaBblKkW), COOTHECEHHble C MMaHupyeMbiMU pe3ynbTaTaMM OCBOEHUA
obpasoBaTenbHOW NporpaMmmbl (KOMMNETEHUUSAMU) U UHAMKATOPaMU UX AOCTUKEHUSA

Kog HassaHue Koa(bl) NuaukaTopbi(bl) MnaHvpyemsble pesynbTaThl
KOMMEeTEHL MU oby4eHus
OlK-4 | CnocobeH OlK-4.1 | OemoHcTpupyeT BnageHne | 3HaThb:
NPUMEHATb Ha NpyHUMNamM1 co3gaHums OCHOBBI WMHOPMaLMOHHOM
npakTuke HOBble MHGOPMAaLIMOHHBIX cMcTeM | BesonacHocTu n 3aLMTDI
Hay4YHble MNPUHUMMBI pasnMYHOro Ha3HayeHus ¢ | MHpopmauuy;
" mMeToabl NCMNonb30BaHNEM HOBbIX OCHOBBI NCMNOSb30BaHMSA
uccrnegoBaHuii; Hay4YHbIX METOO0B U NPOrpaMMHbIX  peLleHun B
NPUHLMMNOB obnactn aHanusa apxuTekTypbl
npeanpusTus;
OCHOBHbIE NPUHLMMbI
NOCTPOEHMS UH(OPMALIMOHHBIX
cucTeM € UCMOMb30BaHWEM
CpencTB 3alWunTbl MHopMaLumu.
YmMeTb:
NpPOBOANTL CpaBHUTENbHbIN
aHanus cuctem 3alnThbI
MHdOopMaLuW;
NPUMEHSATb CUCTEMHOE n
npuknagHoe nporpamMmmHoe
OlK-4.2 | Ncnonb3yeT Ha nNpakTuke obecnevyeHve npu  Co3AaHWM
HOBbIE Hay4Hble MPUHLMMbLI | UHPOPMALIMOHHBIX  CUCTEM 1
N MeTOAbl UCCnefoBaHns B | @Hannse CyLeCTBYIOLLNX;
obnactun VIH@OpMaLI,I/IOHHOI?I ncnonb3oBaTb coBpeMeHHble
0e30nacHoCcTU n 3alnThI BblHMUCIINTESNIbHbIE CUCTEMbl B
nHopmauum COCTaBe KOMMbKTEPHbIX CETEN C
obecneyeHvem 3aLUmnThI
MHpopmaLun.
BnapeTb HaBblkamu:
pa3paboTkn anropuTmMosB,
BbIMYMCIIMTENbHbIX MOAENEN,




MHdOopMaLuW;

NpoeKTUpoBaHusa 6asbl AaHHbIX
ana peanusauun QyHKUMA 1
CEpPBUCOB CUCTEM
MHGOPMALIMOHHbBIX TEXHOSOINIA;
NMOCTPOEHMSI CUCTEM BbICOKOM
roTOBHOCTW B COCTaBe
pacnpenenéHHbix
BbIYMCNUTENbHbIX CETEN C
MHTerpaumen obnayHbix
WHPaCTPYKTyp B
KOMMbIOTEPHYIO CETb C
obecneyeHnem 3aLmThI

MeToAamMu BHeApeHus
CUCTEMHOrO U NPVKNaaHoOro
nporpamMmmHoro obecrneveHus B
WHMOPMALNOHHbIE CUCTEMBI;
HaBblkamMW peLueHns
CTaHAapTHbIX 3a4ady 3awwmThbl
WHOPMaLUM C y4eTOM
TpeboBaHWi MHHOPMALMOHHOMN
6esonacHoCTH.

12. O6beM AUCUUNIUHBI B 3a4€THbIX eAMHULAaX/4Yacax B COOTBETCTBUM C YYEOHbIM
nnaHom —3/108.

Popma NpOMEXYTOHYHON aTTeCTaLMM - 3a4€ET.

13. TpypoemkocTb No BuAam y4ebHou paboTbl

TpyooeMKoCTb (4achl)
B Tom Mo cemecTpam
A 4mncne B
Bug yuebHon paboTbl Bcero wHTEpaKTI
BHOVA Ne cem. 1 | Necewm.
copme
AyOVUTOpHbIE 3aHATUSA
B TOM 4uncne: nekuum 32 32
npakTuyeckme - -
nabopaTopHble 16 16
CamocTosiTensHas paborta 60 60
dopma NPOMEXYTOYHON aTTecTaumm 3auéer 3auér
WToro: 108 108
13.1. CopgepxaHue QUCLUUNIUHbBI
Ne Peanusauus
nn HanmeHoBaHune pasnena
asgena CopaepxaHve pasgena gUCLMNInHbI ANCLIMNINHE ¢
P NMOMOLLbIO
ANCUUNINHBI o
OHMNamnH-Kypca,
QYMK
1. lekuum
1.1 | BeegeHue B | Knaccudmkaums yrpos ©e3onacHocTu. YassumocTtn | MHdopMaumnoHHa
3awmTy WH(POPMALIMOHHOM  CUCTEMLI.  YTpo3bl  HEMOCPEACTBEHHOMO | s1 6e30NacHOCTb U
MHopMaumn JocTyna B onepauuoHHyo cpedy MHMOOPMAaLMOHHOM CUCTEMbI. | 3awiuTa
Yrpo3bl 6e30nacHOCTM MEXCETEBOro W MPUKIagHOro YpOBHS. | MHpopMauun
CtangapTbl B 0611acTu 3awmnTbl HOpMaLnn. (09.04.03)
1.2 | MpuHumnbI OpraHusauunoHHble, uamdeckne, nporpaMmHo-annapaTHble
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NOCTPOEHMS cpeacTea 3awmtbl. MHOroypoBHeBas 3alimMta pacnpeneneHHbIX
CUCTEM 3aLunTbl | BbIMUCTIUTENBHbBIX CUCTEM.
NMHopMaunn
1.3 | OcHoBbl Obwume cBegeHus. [logctaHoBkM. MeToa nepecTaHOBKW.
kpuntorpacdumn | OgHopasoBble 6r1OKHOTEI. OCHOBHbIE MPUHLMNBI KpunTorpadguun.
ANroputMbl C CUMMETPWUYHBIM KPUNTOrpadUYECKUM  KIHOHOM.
MoHaTme 06 anroputTmax c CYMMETPUYHBIM
Kpuntorpacmyeckum  Knwovom. W3ydyeHne peanusauum Ha
npumepe wugpa DES. YnyuiweHHbIn cTaHgapT wWndpoBaHus
AES. CepTudukathl. Mpumep cepTudukarta
X.509.UH(ppacTpyKTypbl CUCTEM C  OTKPbITBIMU  KIOYaMM.
KaTtanorn. AHHynupoBaHue cepTngukaTos.
1.4 | Peannsauus 3awmnTta kopnopaTtuBHbiXx ceTen. O630p cpeacTB 3awwuThbl
MeToa0B WHpopMaumm B cucTtemax C pacnpegeneHHon o6paboTkon.
3aLmThI Mogenn 6e30nNacHOCTM OCHOBHbIX OMEPALMUOHHBIX CUCTEM.
WHdopmauum B | Alroputmbl ayTeHTUuKaumnmn nonb3oBaTesnien.
COBPEMEHHbIX AyTeHTUdUKaLmMa nonb3oBaTenen npu yaaneHHOM JocTyne.
pacnpegeneHH | [NpoTokonbl yOaneHHoro  gocrtyna nonb3oBaTens K
bIX CUCTEMAX KOMMblOTEPHOM cucTteme. MeTtoabl M cpeactsa  3awuThl
WHdopmaumm B ceTu.  TexHomornss  BUpTyanusauuw.
ObecneyeHne ©GesonacHocTn B obnayHbix nnaropmMax.
BesonacHoctb O6nayHbix nnatdopm. WHTepHeT Bellew,
MOBUNBHBIE U HOCKMbIE YCTPOWCTBA.
2. llabopaTopHble 3aHATUSA
2.1 | BeegeHuve B CeteBon ayaut MS Windows. CeteBon ayaunt ceTeBon | MIHbopmMaLmoHHa
3awuTy WHPPaCTPYKTYypbI 51 6€30MacHOCTb U
nHdopmaumm 3awuTa
2.2 | OcHoBbl MogenupoBsaHve YCTOMYMBOCTH KpunTtorpadudyeckn | MHdopmauum
KpunTorpadcum npeobpasoBaHHoOro cooblueHus. Kpuntorpadudeckue peweHus | (09.04.03)
B MHOPMALMOHHbIX CUCTEMAX.
2.3 | .Peanusauus AHanua 6e30nacHOCTU CETEBOW MHPACTPYKTYpbl AyauTt
MeToOa0B CeTeBON MHPPACTPYKTYPbl MHPOPMALIMOHHBIX CUCTEM.
3aLmnThI O6nayvHble TEXHOMNOTMUN N PELLEHUS BUPTYyanv3aunum B
WHpopMaumm B | MHPOPMALIMOHHBIX CUCTEMAX.
COBPEMEHHbBIX
pacnpegeneHH
bIX CMCTEMAX
13.2. Tembl (pasaenbl) AUCLUUNIIUHBI U BUAbI 3aHATUNA
Ne
HanmeHoBaHue
n/ CamocTosTernbHas
o pasgena gucumnnuHbl | Jlekuum MpakTnyeckme | JlabopaTopHbie pa6ota Bcero
1 BeegeHne B 3awuTy 8 ) 8 4 20
WHpopmauum
2 MpuHUMNBI NOCTPOEHUA
CUCTEM 3aLLMUTbI 8 i i 16 22
WHopmauum
3 | OcHoBbl kpunTorpadum 8 - 8 10 26
4 Peannsauus metonos
3aLmMThl MHCpopMaLun
B COBPEMEHHbIX 8 - - 30 38
pacnpegeneHHbIX
cuctemax
Wtoro: 32 - 16 60 108
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14. MeToaun4yeckume ykasaHus ans oby4aroLmxcs No 0OCBOGHUIO AUCLIUNTUHDI
OcBoeHVe auncuMnnnHbl BKOYaeT B cebs NnekunoHHble K nabopaTopHble 3aHATUS,
camocToATeNbHYyl0 paboTy obyyawwmxcsa. Ha nepBoM 3aHATMM CTyAeHT nonydaet
MHdOopMaUMIo ANnsa AOCTyna K KOMMeKcy y4ebHO-MeToaANYECKNMX MaTepuarnos.

JleKUMOHHbIE 3aHATUSA NOCBSALEHbl PACCMOTPEHMIO TEOPETUYECKNX OCHOB ANCLIMMIIMHDI.
NabopaTopHble 3aHATUS NpefHasHayeHbl AN (OPMUPOBAHUS YMEHWA WU  HaBbIKOB,
3akpenneHHblx komneTeHumsammn no OlOlN. CamoctoaTtenbHas paboTa CTyAeHTOB
BkNoyaeT B cebs npopaboTky y4yebHOro matepuana nekuun, pasbop 3agaHun
nabopaTtopHbIX paboT, NOAroTOBKY K TEKYLLEN aTTecTauumn n adyery.

[ns ycnewHoro OCBOEHMSI OUCUMMNIIMHBbI pekoMeHayeTcsl noapobHO KOHCNEKTMPOBaTb
NEKUMOHHbIN  MaTepuan, npocmaTpuBaTb KOHCMEKTbl NeKuuMn (npeseHTauun) no
COOTBETCTBYHOLLEN TEME.

Mpn Mcnonb3oBaHUM ANCTAHUMOHHBIX OBpa3oBaTeNbHbIX TEXHOMOMMN W 3NEKTPOHHOMO
obyyeHnsa crnegyeT BbINONHATbL BCE yKasaHus npenogasatens no pabote Ha LMS-
nnatcopme, CBOEBPEMEHHO  noAkn4vatbcsa K online-aaHatuam,  cobnogatb
pekoMeHOauun No opraHM3aunm cCamoCcToOATENbHOM paboThbl.

15. MNMepe4yeHb OCHOBHOM U AOMNONHUTENILHOW NUTepaTypbl, PeCypCOB WHTEpHeT,
Heob6XoAUMbBIX AN OCBOEHUA AUCLUMNIIUHDI

a) ocHOBHas nuTepartypa:
Ne
n/n

MNcToYHMK

Hectepos, C. A. OcHoBbl MHhOPMALIMOHHOM Be3onacHoCTH : yuebHoe nocobue /

1 | C. A. HectepoB. — 5-e n3g., ctep. — CaHkr-lleTepbypr : llaHb, 2019. — 324 c. — Pexum
goctyna://e.lanbook.com/book/114688

ApoukuH, B. N. MHdopmaumoHHasa 6esonacHocTb : ydebHuk / B. U. ApoykmH. — 5-e n3g. — Mocksa
2 | : Akagemunyeckuii Mpoekt, 2020. — 544 c. — ISBN 978-5-8291-3031-2. — TeKCT : aNEeKTPOHHbIN //
JlaHb : anekTpoHHO-6nbnuoteyHasa cuctema. — URL: https://e.lanbook.com/book/132242

6) fJononHWUTENbHas NuTepaTypa:

Ne
n/n

MNCTOYHMK

®or, 1O. O. CtaHgapTbl MHpOpMaLMOHHOW Be3onacHocTH : yyebHoe nocobue / KO. [. doT. —

3 | OpeHbypr: OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — TeKCT : 3MNeKTPOHHbIN // J1aHb :
ANeKTpOoHHO-6ubnuotedHas cuctema. — URL: https://e.lanbook.com/book/159804

Oasugiok, H. B. MoHuTOpUMHr 6€30nacHOCTN MHOPMALMOHHBIX CUCTEM : y4ebHoe nocobue / H. B.
Oasugiok, V. M. Kocmauvesa. — CaHkT-letepbypr : UHTepmeamns, 2020. — 116 c. — ISBN 978-5-
4383-0204-9. — TeKcT : aneKkTpOHHbIN // JlaHb : anekTpoHHO-6ubnunotevHas cuctema. — URL:
https://e.lanbook.com/book/161352

B) MHOPMALIMOHHbIE 3NTEKTPOHHO-00pa3oBaTenbHbIE PECYPChI:
Ne
n/n
5 | OnekTpoHHO-6MbnmoTeyHas cuctema «JlaHby. - Pexxum goctyna: https://e.lanbook.com.

6 OneKTPOHHbIV kaTanor HayuyHon 6ubnmoTekn BopoHEXCKOro rocygapCTBEHHOrO yHMBepcuTeTa. —
Pexum goctyna: http//:www.lib.vsu.ru.

WHdopMaLmoHHas 6e3onacHocTb 1 3awwmTa nHdopmaumm (09.04.03)/B.B. CadhpoHoB —

7 | ObpasoBaTternbHbI NopTan «ONeKTPOHHbIN yHuBepcuTeT BIY». — Pexum goctyna:
https://edu.vsu.ru

MNCTOYHMK
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16. MNepeyeHb y4yeOHO-MeTOANYECKOrO 06ecneyeHust ANs CamocTosATeNbHOM paboThbl
CamocToaTenbHass paboTa oOyvarolwerocsa [[OfkHa BKNoYatb B cebs  npocmoTp
KOHCMEKTOB  NeKuMh, NOAroToBKYy K nabopaTopHbiM paboTam, NOArOTOBKY K
NPOMEeXyTO4YHOM aTTecTaumn. [na obecneyeHnss caMoOCTOATENbHOM paboThl CTYAEHTOB B
9NEKTPOHHOM KypCe AUCUMNIUHBI Ha obpas3oBaTenlbHOM nopTane «ONEeKTPOHHbIN
yHuBepcuteT BI'Y» cdhopmmpoBaH y4ebHO-METOLMYECKUIA KOMIMEKC, KOTOPLIN BKOYAET B
cebs: nporpammy Kypca, y4yebHble nocobusi n cnpaBoyYHble MaTepuanbl, MeTogudeckmne
yKasaHus Mo BbINOMHeHMIO nabopaTtopHbiX paboT. CTyaeHTbl NonyyaroT JOCTYN K AAaHHbBIM
MaTepuanam Ha NepBoM 3aHATUM MO AUCLUUMNIINHE.

17. O6pa3oBaTtenbHble TEXHOMOrNU, UCNonb3yeMble Npu peanusaumm y4eoHomn
AUCLUMNNUHBbI, BKINOYaa AUCTaHLMOHHbIe oGpa3oBaTtenbHble TexHonoruu (A40T),
3NneKTpoHHoe obyyeHue (30), cmewaHHoe o6y4yeHue):

AucumnnuHa peanuayeTca ¢ NPUMEHEeHNEM 3NEKTPOHHOIO 0ByYeHNa N ANCTAHLUNOHHbIX
obpasoBaTenbHbIX TEXHOMOMMI, NS OpraHM3aumm camocTosaTeNbHOM paboThbl
oby4aroLmxca Ncnonb3yeTcs OHManH-Kypc, pasmeLleHHbIn Ha nnatopme SNeKTPOHHOro
yHuBepcuteta BI'Y (LMS moodle), a Takke apyrne NHTepHeT-pecypchl, npuBegeHHbIe

B n.158..

18. MaTepnanbHo-TeXHU4YeCKoe obecnevyeHme ANCUUNIINHDI:

JNlekumn:  nekumoHHasa  ayamtopusi, Yyy4yebHas  mebenb, KomnboTep  (HOYTOYK),
MynbTMMeannHoe obopyaoBaHmne (NPOEKTOP, 3KpaH, CpeacTBa 3BYKOBOCNPOU3BEAEHNS).

INNaBopaTopHble 3aHATUA: chneuvanM3vpoBaHHAa ayauMTopusi, OCHalleHHas ydYebHown
mMebenbld U MepcoHanbHbIMWM  KOMMbOTEPAMM ANA  MHAMBMAOyanbHOM paboTbl C
BO3MOXXHOCTbIO MOAKIOYEHNS K ceTu «MHTepHeT» (KOMMbIOTEpPHble Knacchbl, CTyauu),
MynbTUMeannHoe obopyaoBaHme (MPOEKTOP, 3KpaH, CpeacTBa 3BYKOBOCMNPOU3BELEHMS).

CamocToaTenbHaa paboTa: yyebHass mMebenb, KOMMbIOTEPHBLIA Kracc, KOMMbHTEP C
BO3MOXXHOCTbIO MOAKMYEeHMst K ceTn «VHTepHeT» K nnatdopme IneKTPOHHOro
yHuBepcuteTa BI'Y (LMS moodle).

MporpammHoe obecneveHune:
— OC Windows 10, Linux (Debian, Mandriva n nogo6Hbie), Unix (Debian Server n
nogobHoble),
— uHTepHeT-6paysep (Mozilla Firefox),
— [10 VirtualBox,
— 1O Adobe Reader.
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19. OueHo4HbIe cpeacTBa ANA NPoBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsiAoK OLEHKN 0CBOEHMS 0byyatoLmmMumcst ydeGHoro MaTepuana onpeaensieTcs
coAepXaHNeM crieQyroLmnx pasaenos ANCLUUNIUHDIL

Ne HavnmeHoBaHua pasgena KomneTeHuwns(un) UHankaTop(bl) OueHOYHbIE
n/n ONCUMNNUHBI OOCTUXEHUS cpeactea
KOMMNeTeHLumn
1 BeeneHve B 3awmuTy OriK-4 OrK-4.1 JlabopaTopHbie
MHopmaLnK. paboThl, TECT
2 MpUHUKMNBI NOCTPOEHUS CUCTEM OrK-4 OrK-4.1 Tect
3aLmThl MHpOpMaLUK.
3 OcHoBbI kpunTorpagum. OrK-4 OrK-4.1 JlabopaTopHble
paboThl, TeCT
4 Peannsauus metonoB 3awumThl OriK-4 OriK-4.2 Tect
MHdOPMaLIMM B COBPEMEHHbIX
pacnpefeneHHbIX cucTemax.
MpomexyToyHast aTTecTtauus, opma KOHTpons - 3a4eT MepeyeHb
BOMPOCOB

20 TunoBble OoUeHOYHbIE CpeAcTBa U MeToAMYECKUEe MaTepuanbl, onpeaensiowme
npoueaypbl oLueHUBaHUs
20.1 TeKywWwmMn KOHTPOJb yCNeBaeMoCTun
KoHTponb ycneBaemMocTu Mo AUCUMMNIIMHE OCYLWECTBASETCA C MOMOLbIO CrieayrLlmx
OLIEHOYHbIX CPEeaCTB:

— TecT,

— nabopaTopHbie paboThbl.

MNMepeyeHb 3agaHuUKn nabopaTopHbIX paboT

3apaHue 1. Vcnonb3ysa BCTpOeHHble cpeacTtBa ceTeBoro ayanta MS Windows nposectu
nepBUYHbIA aHanNn3 ceTeBbiX MHTEPKENCOB.

3apaHue 2. ViccnepoBatb cTpykTypy TCP/IP naketoB ¢ NOMOLLLI NporpaMmmbl CETEBOrO
ayauTa.

3apaHue 3. Vcnonb3ya cpegcrtBa KpuntorpaduMyeckoro MoaenvpoBaHuUs U aHanusa
BbINOSTHUTE Aelngpanmio BXOAHOIO COOBLLEHNS.

LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonafigmiunfr
bjxnzrrgfkgearfywv.Bnotfrqgwesiprqzbvotvvgomcumozbklszuqzsypizhslbjtmkngrzggdgpcc
wkwsiireqk,tsceycoyvuztveukwgktrtvthlugvvgggdonafigmibengdxhaihrj. HnxUtiivfybte 'scfgo
miunvehnxngtvfbgeutiivfybterneyoggypefioweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovh
sotvmsofamenergiaysviblhrkxpvzrxnie:FWsjNwgsnnoxwejtuvbhnilgcrzbzae GnalorBnjecvbj
xnzNnkwugarUazjkksotllotditgf.J TkwUkqhzdybtygerrattksjzhnxsyeakwgesqiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs. HnxktojcsjzegcdlwxxdgtFWsjNetaocsymhk
mgfpuedrysrqkmhkdrdotwsgnqtvgelkntvguytne21fkqkgtarirgcxirafkcihnzrvsizxtutuvrkoerocd
stmoltuvzuvarcbdaagizy.

3apaHue 4
KpunTtorpaduyeckme pelueHnsi B MHPOPMAaLMOHHBIX CUCTEMAX.

OcyuwlectButb paspaboTky nporpamMmbl, OCYLLECTBASIOLWEN LWndpaunio cooblieHns Ha
ocHoBe anroputma AES. Hanucatb nporpammy, koTopas OyaeT OCyLecTBRASTb
npeobpasoBaHune 3awmdpPoBaHHOIO COOBLLIEHNST K UCXOQHOMY BUAY.




3apaHue 5

AHann3 6e3o0nacHOCTN ceTeBOW MHPPaACTPYKTYpbI.

Ncnonbayss nporpammy WireShark ans nepexsata ceteBoro Tpadduka onpeaenuthb,
KakuMn CeTeBbIMM MPOTOKONaMM MNonb3yeTcsa nporpamMmHoe obecnevyeHne nokanbHOro
komnbtoTepa. OcywecTBuTb nepexsaT FTP Tpaduka, npoaHanu3anpoBaTtb €ro U COCTaBUTb
OTYEeT O ero CTPyKType, onucasB [OeWCTBUSA MNOSfb30OBaTenss Ha OCHOBE MNepexBayvyeHHOMu
MHdopMaLuu.

3apaHue 6
AyauTt ceTeBon MHPACTPYKTYPbl MH(POPMALMOHHBIX CUCTEM.

Ncnonb3dyss ceteBon ckaHep NMap ycTaHOBUTb OnepaumoHHbleE CUCTEMbI YCTPOWCTB,
NOOKIMOYEHHbLIX K rnokanbHOM ceTu nabopaTopun. BbissiBUTb agpeca CepBepoB W
onpenennuTb BEPCUN NPOorpaMMHOro obecnevyeHusi, KoTopble Ha HUX MHCTaNMpoBaHbl. 1o
pesynbTtatam paboTbl CKaHepa COCTaBUTb OTYET O NporpammHom obecneveHunn J1IBC.

3apaHue 7
O6nayHble TEXHOMOMNKN U peLleHns BUpTyanu3auum B MHPOPMaLMOHHBIX CUCTEMAX.

MocTpoUTb MoAEenNb KOPNOPaTUBHON MHPPACTPYKTYPbI UCMOMb3Ys TEXHOMOM K
BUpTYyanuaauumn. PaccMoTpeTb BO3MOXHOCTb NepeBo/a NOCTPOEHHOW MOAENN B
«obnakay.

TexHonorusa npoBeaeHus

CTyneHT BLINOMNHSET NpeasioKeHHoe npenogasaTeneM 3agaHue, nNpeacTaBnsieT ero Ha gucnnee,
KOMMEHTUPYET BbINOMHEHHbIE OEWCTBUS, aHanuaupyeT W UWHTEpPnpeTupyeT pes3ynbTaThbl.
CocTaBnsieT oTyeT no pesynbTatam paboThbl.

Kputepuu oueHnBaHus
Ncnonb3yeTcst Wkana «BbIMNONIHEHO, He BbIMNONIHEHO» JlabopaTopHas paboTa cuuTaeTcs
BbIMNOSTHEHHOW, €CN BCE MYHKTbl 3a4aHUs1 BbINOMHEHbI, NMOArOTOBMEH U 3aLUULLEH OTYET,
MHa4ye — He BbIMOSTHEHO.

Mpumep TecToBOro 3agaHus

1. [lononHute
npencrtaBnalOT cobon COBOKYMHOCTb MHAPOPMALMOHHBLIX M MpOorpaMMHO-annapaTHbIX
3MEMEHTOB, a Takke MH(POPMALMOHHBIX TEXHOSOMNN, NPUMEHAEMbIX Npu obpaboTke
OaHHbIX.

2. [lononHute
NMap — aTo ...

3. OTmeTbTe NpaBUnbHbIA OTBET
... — 9TO CETEBOM CKaHep.

- NMap

- WireShark

- VirtualBox

- Linux

4. JlononHute
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YA3BMMOCTb ... — HegocTtatok wunu cnaboe Mecto B CUCTEMHOM WM NPUKNagHOM
nporpaMmMHOM (NporpamMmMHo-annapaTtHoMm) obecnevyeHnn, KoTopble MOoryT ObiTb
NCNonb30BaHbl ANs peanu3aumm yrpo3bl 6€30nacHOCTM AaHHbIM.

5. OTmeTbTe NpaBUnbHbIA OTBET

Ataka Tuna UPD-wTopm ncnonb3yeTcs B TOM Criyvyae, eCnn Ha XepTBe OTKPbIT Kak
MUHUMYM

1 nopt

2 nopTa

3 nopTa

4 nopta

5 noptos

6. OTmeTbTe NpaBUnbHbIA OTBET

Yrposa Tvna «AHanus ceTeBoro Tpadpduka» peannsyeTcsa C NOMOLLBK crneumansHOm ...

- NporpaMmmbl-aHanu3aTopa NakeToB

- YTUNUTbI MEXCETEBOIO B3aMMOOENCTBUSA

- onepaumoHHON CUCTEMbI

- CYb[

7. OTmeTbTe NpaBuUIibHbIN OTBET

... — 3TO NporpaMma-aHanm3aTop NakeToB.

- NMap

- WireShark

-VirtualBox

-Linux

8. OTmeTbTe NpaBuUIibHbIN OTBET

MogmeHa goBepeHHOro obbekTa ceTu peanusyeTca B cCUCTEMaX, Fae NPUMEHSAITCS
anropuTMbl MOEHTUUKaLMN N ayTEHTUMKALMM XOCTOB, NONb3oBaTeNnen

-HecTtonkune

-Ctonkne

-MonumopHble

-NHkancynupoBaHHbIe

-PacnpegeneHHble

9. OTmeTbTe NpaBuUIibHbIN OTBET

BHegpeHue noxHoro o6bekTa BO3MOXHO Yepes NpOoTOKOs

-ARP

-FTP

-POP3

-IMAP

-SMTP

10. [JononHute

. - 9TO Yrpo3bl OCHOBaHbl Ha HegocTaTkax CeTeBOro MporpaMMHoro obecneyeHusi, ero
YA3BMMOCTSIX,  MO3BONAIOWNMX  HapylwuTento  co3gaBaTb  YCNoBUS,  Korda
onepauuoHHas cuctemMa OkKa3blBaeTCcd He B  COCTosiHMM  obpabaTbiBaTb
nocTynawLlmne NakeTbl.

11.  OTmeTbTe NpaBurbHbIA OTBET

Bupyc Moppuca — ato npumep peanusayum yrposbl

-YaaneHHoro 3anycka rnpunoxeHum

-HaBsi3biBaHMe NOXHOro MapLupyTa

-OTka3 B 06cnyxunBaHun

-BHegpeHne noxxHoro obbekTa

12. [dononHute

... NpeacTtaensieT cobon NocMmMBONbHOE UM nobutoBoe npeobpasoBaHne, He 3aBUCsLLEE
OT JIMHIBUCTUYECKOW CTPYKTYpPbl COOBLLEHNS.
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13. OTmeTbTe npaBusibHbIN OTBET

WckyccTBa nsobpetaTth WNpPbI M B3namMbiBaTh X Ha3blBalOTCA BMECTE ...

-Kpuntorpadums

-KpunTtonoruemn

-KpunToaHanus

-Kpuntopunums

-KpUNTOMaHMUS.

14. [HononHute

Wndp Liesaps ocHoBaH Ha meToae ...

15. HononHute

Wndpsl, ncnonbaywowme MeTon ..., MEHSOT MOPSAOK CnefoBaHUs CUMBOSIOB, HO He
N3MEHSIOT CaMy CUMBOJbI.

16. OTmeTbTe npaBuSibHbLIN OTBET

Paamep 6noka wndgpoBaHusa B ucxogHom anroputme DES paBeH ... butam

-16

-32

-64

-128

-256

17.  OTmeTbTe npaBuUIibHbIN OTBET

Pasmep kntoya wmndpoBaHus B ucxogHom anroputme DES paBeH ... Gutam

-16

-32

-55

-56

-64

18. [JononHute

- 9Ta yrpo3a OCHOBaHa Ha WCNOSb30BaHMM HEAOCTATKOB afnrOpUTMOB YAareHHOro

noucka. B cny4ae, ecnn o0ObeKkTbl CETU W3HAYaNbHO He WMEeKT aapecHOM
WHpopMauun Apyr o gpyre, UCMNONb3YyTCA pasfnUyHble MPOTOKOMbl yAANEHHOro
noucka (Hanpumep, SAP B ceTsax Novell NetWare; ARP, DNS, WINS B ceTsix co
ctekom npotokonoB TCP/IP), 3akntovaromecs B nepegade no cetu cneuymanbHbIX
3anpocoB 1 NOSTy4EHUN Ha HUX OTBETOB C MCKOMOW MHpopMaLneNn.

19. OTmeTbTe npaBuUribHbIN OTBET

Peanusauus gaHHOW yrpo3bl OCHOBbLIBAETCH Ha HECAHKLUWMOHMPOBAHHOM MCMOSb30BaHUN
npoTtokonoB MapwpyTtusaumm (RIP, OSPF, LSP) u ynpaBnenus cetbio (ICMP,
SNMP) ansa BHeCeHMs1 UIBMEHEHMWI B MapLUPYTHO-afpeCcHble Tabnuupbl.

-CKaHMpoBaHue ceTu

-yrpo3a BbisSIBNIEHUS Napons

-aHanun3 ceTeBoro Tpaduka

-HaBsA3bIBaHME NOXHOro MapLipyTa

20. HononHute

AHanu3 ceTeBoro Tpadumka - 3Ta yrposa peanu3yetcd C MNOMOLbIO cheumanbHOn
nporpaMmmbi-...

21. [JdononHute

UDP-wTOp™M — 39TO Npymep peanusauumm yrpossbl ...

22. [JononHute

... - JaHHas yrposa 3akfiloMaeTcd B CTPeMSIeHUn 3anyCcTuTb Ha XocTe MHGOPMaLVNOHHOM
CUCTEMBbI pasnuyHble NpeaBapuUTenbHO BHEAPEHHbIE BPEJOHOCHbIE MPOrpaMmsl.

23. [HononHute

OAnvH M3 OCHOBHbIX MPUHLUMNOB KpunTtorpadum - coobLeHs OOMKHbl coaepXaTtb
AaHHble.
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24. [HononHute

OOWH M“3 OCHOBHbIX NPUHUMMNOB KpunTtorpaguum - Heobxoaum cnocod 6opbbbl C
MOCIaHHbIX paHee COOBLLEHNI.

25. OTmeTbTe NpaBUnbHbIA OTBET

Ana pabotbl anroputma RSA Ha HayanbHOM aTane BblbupatoT

- ABa NPOCTbIX Yncna

- Ba COCTaBHbIX Yncna

- ABa MHUMbIX Yucna

- ABa B3aUMHO MPOCTbIX Yncna

26. JononHute

PeweHne 3agaum O ... yucna 3a MOMMHOMMUANbHOE BpeMs nNpuBedeT K BCKPbITUIO
anropntma RSA.

27. OTmeTbTe NpaBUSbHbIA BapuaHT

Kakas gnunHHa Knioya cumtaeTcsa HagexHom ans anroputma RSA?

-128

-256

-768

-1024

28. [ononHute

Bbiumncnernne MD-5 coobueHunst — 3To NOACHET ...-PYHKUUN COOBLLEHNS.

29. [ononHute

OcHoBHas 3agada cepTudurkaTa COCTOUT B CBA3bIBAHUU ... C UMEHEM ero obnagaTtens.

30. [dononHute

MpoTokon 6e3onacHOCTM YPOBHS Nepenayn aaHHblx nog HassaHmem WEP npumensieTcs B
cTaHgapTe ...

31. JononHute

... — KOMMJIeKC annapaTHbIX UAN NPOrpaMMHbIX CPEeACTB, OCYLLECTBAAWNA KOHTPOMb U
unbTpaumio npoxogamnx 4Yepes Hero CeTeBbiX MaKeToB B COOTBETCTBUU C
3aaHHbIMM NpaBunamMu.

32. [JononHute

... - CTaHAapTHaga yTunmta KoHpurypupoBaHus ceteBoro akpaHa B OC Linux.

33. [JononHute

X.509 — aT0 cTaHOapT ANnsa onucaHus ...

34. [ononHute

. - TexHomnorung, no3sonsawLWwmnx obecneynTs 04HO UM HECKOSBbKO CETEBbLIX COeAUHEHUN

(norn4yeckyto ceTb) NOBEPX ApYyron cetu (Hanpumep, IHTepHeT).

35. HononHute

Ana wundpaumm B npotokone Bluetooth ncnonb3yeTcst noTokoBbIN LWNAP ...

36. HononHute

OcHoBHOE npaBuo kpuntorpacdmMm COCTOUT B NPEANOSIOKEHMM, YTO KPUMTOAHANMUTUKY
(B3nOMLLMKY KOAQ) U3BECTEH UCMONb3yeMbIi

37. HononHute

C maTemaTunyeckon Toukn 3peHus, anroputMm Rijndael (AES) ocHoBbIBaeTcsa Ha Teopum ...

38. JononHute

Wndpauyusa npu nomowm WEP ncnonbsyet noTOKOBbLIN LLIMPP, OCHOBaAHHbLIN Ha anroputme

39. HononHute
- npouecc pacno3HaBaHUA CYLWHOCTEN MyTEM MPUCBOEHUS MM YHUKAmbHbIX METOK
(noeHTudurKaTopOB, NOrMHOB).
40. [HononHute
- npoBepka COOTBETCTBUSA (MOASIMHHOCTU) CYLWHOCTU NPeabsaABEHHOMY €l
naeHTudukartopy.
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41. OTmeTbTe npaBuSibHbIN OTBET

C Kaknm TMNOM aTakm He MOXeT crnpaBuTbCcs BpaHamayap

-DDOS

-CkaHnpoBaHune nopToB

-UDP-wtopm

42. OTmeTbTe NpaBuUSibHbIN OTBET

Ecnu E — anroputm, wudpauuun, D — anroputm gewmndpaumm, a P — coobLieHne, TO Kaknum
n3 ceoncTs obnagaet anroputm RSA?

E(E(D(P)) = P
D(P) = E(P)
E(D(P)) = P
DED(P)) = E(P)

43. OTmeTbTe NpaBusSibHbIN OTBET

Ecnun E — anroputm, wudpaumn, D — anropntm gewmndpauum, a P — coobLueHne, To Kaknm
13 CBOMCTB obnagaeT anropuTm C OTKPbITLIM KNoYem?

-E(D(P)) =P

-D(E(P)) =P

-E(E(D(P))) =P

-D(E(D(P)))) = E(P)

44. OTmeTbTe NpaBUSibHbIN OTBET

C Bbnokamu kakown paspsgHocTn paboTaet anroputm SHA-17?

-64 6ut

-128 6ut

-256 6uT

-512 6ut

-1024 6ut

45. OTmeTbTe NpaBuSibHbIN OTBET

Habop npoTokonoe Ans obecnevyeHns 3awmnTbl JaHHbIX, NepeaaBaeMbiX N0 MEXCETEBOMY
npoTokony IP HocuT Ha3BaHue

-IPS

-IPsec

-IPC

-IPCrypt

-IPEnc

TexHonorusa nposeneHns

BapuaHT Tecta BbupaeTcs ncxoasa ns Homepa 3aveTku (nocnegHen ungpsol). Bpems Ha
TeCTUpoBaHWe paccynTbiBaeTcs n3 cooTHoweHna 10 BonpocoB — 15 MUHyT. Pe3dynbTaTthl
TecTa NPOBEPSAIOTCS MO K4y NpaBUSibHbIX OTBETOB.

Kputepumn oueHku:
- OLEHKa «3a4TeHO» BbICTaBNSAETCH CTYAEHTY, €Cnv CTYAEHT Aan npaBuibHble
oTBeTbl Ha 50 1 6onee NPOLIEHTOB 3aaHUN;
- OLEHKa «He 3a4TeHO» - AaHbl NpaBuIbHbIe OTBETbI MeHee, YeM Ha 50 NpoLeHToB
3agaHun.

20.2 NMpomexyToyHasa aTrecTauums

MpomexxyTouHas aTTectauust No AUCLUMNITMHE OCYLLECTBIISAETCS C MOMOLLbIO CNeayoLLImX
OLIEHOYHbIX CPEeACTB: BOMPOCHI K 3a4eTy.

lNMepeyeHb BONPOCOB K 3a4eTy
1. YUTo ncnonb3yeTcs Ang KOHTPOIS LEenoCTHOCTU nepeAaBaeMblX MO CETAM OaHHbIX?
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2. Y10 rapaHTupyeT JOCTYNHOCTb UHGOpMauumn?

3. Yto cneayeT npeanpuHATL AN MakCcuMarnbHO HageXHoW 3almnTbl obpabaTbiBaemon
B KOMMbIOTEPE NHPOPMaLNN OT YTEYKM MO SNEKTPOMarHUTHOMY KaHany nyTemMm rnepexsaTta
KOMMNPOMETUPYIOLLETO BbICOKOYACTOTHOMO 31IEKTPOMArHUTHOrO U3ny4yeHns?

4. Yto cnocobeTByeT 3alumTe OT BPe4OHOCHOro NporpamMmmMHoro obecnedeHmns?

5. Yto pomkHO ObITb NepBOOYEPEAHbIM  3arpy304HbIM  YCTPOWCTBOM  ANd
npegoTeBpalleHnsi HeCaHKUMOHMPOBAHHOIO [OCTyna K XpaHAWenuca B KOMMbloTepe
nHdopMauumM nyTem 3anycka OnepaumMoHHOM CUCTEMbI, 3anuCaHHOM Ha BHELUHEM
HocuTene, npu yctaHoBke B SETUP BIOS onpegeneHHoro nopsigka 3arpyskmn?

6. Yem gaBnseTca HeCcaHKUMOHMPOBaAHHOE OOBeAEHMe 3aluuuaemMon nHgopmauum oo
notpebutenen, He MMeOLLMX NpaBa SOCTyNa K 3aluLiaemMon nHpopmaunun?

7. Yem gaBndeTca nosiydeHue 3awmuiaemMon UMHopmMmaumm 3anMHTEpPEeCOBaHHbLIM
CyObeKkToOM C  HapylweHMeM  YCTaHOBIIEHHbIX MPaBOBbIMW  OOKYMEHTaMW  Unu
cobCcTBEHHMKOM, BriagenbLeM WHpopMauum npas uUnvM npasusn SOCTyna K 3awumaemMon
UHdopMauunn?

8. Yem obecneumBaeTtcs 6e3omacHOCTb MHGOPMaLMM B COOTBETCTBMU C aKCMOMOW
Teopun 3almTbl HopMaLnn?

9. Yto aBngaeTca 4OCTOMHCTBOM MHOrOYpPOBHEBOW NONUTUKM 6e3onacHOCTN?

10. Yto npencraBngaoT cobon npasBuna pasrpaHuMyeHus gocTyna, obecnedmsarolmne
pasrpaHuyeHne [JocTyna Mexay MOMMEHOBaHHbIMM CcybbekTaMyM U MOMMEHOBaHHbIMM
obbekTamn?

11. YTO OTHOCUTCSA K aKTUBHBIM Mepam MNo 3awuTte nHpopmaumm oT yTeukn?

12. Kak mMoxeT OblTb OOHapy)KeHO KOHTaKTHOe MOLKMYEHNE K 3NeKTpU4ecKon
kKabenbHoOn NNHNUN?

13. UTO MOXeT ucnonb3oBaTbCA ANS 3alnTbl OT OECKOHTAKTHOrO MOAOKIIYEHUs K
3NEKTPNYECKON KaBenbHOW JIMHUK MYTEM YMEHbLUEHUS 3NEKTPOMarHUTHOIO M3ryyYyeHus
NNHUN?

14. K noTepe Kakmx CBOMCTB MHGOpMaUMn NpuBOaUT BINAHWE NOMEX NpU nepegade
MHopMmauunn?

15. Yrto cnocobcTrByeT 6e30nacHOMY MCMNOMb30BAHUKD CUCTEMbl GeCcnpoBOAHOM
nepenayun gaHHbix Bluetooth?

16. 'oe pekoMeHayeTCcsa XpaHUTb Naponun 1 KpuntTorpaduyeckmne Kroum ana Hambonee
HaOEeXHoM nUx 3aWwnTbl?

17. CkonbKo KItoyen ncnonbayeT kpuntocnuctema RSA?

18. K «kakomy Tuny wWNHPOB OTHOCUTCSA WKUGP NOACTAHOBKM, CTaBAWMA B
COOTBETCTBME OOHOMY CUMBOJTY OTKPbITOrO TEKCTa HECKOSIbKO CMMBOJSIOB LUMAPPTEKCTA,
KONMMYECTBO M COCTaB KOTOPbIX BbiOuMpaloTcs Tak, 4TOObl 4acTOTbl MOSIBIEHUA BCEX
CYMBOJI0B B 3alUMpoBaHHOM TeKCTe Obinn 0aUHAKOBLIMU?

19. K kakomy Tuny wmngpos oTHocuTcA wndp Liesapa?

20. YTo Takoe nmmntoBCTaBKa?

21. K kakoMy cTaHgapTy OTHOCUTCSA anropuTM, KPUNTOCTOMKOCTb KOTOPOro OCHOBaHa
Ha TPYOHOCTM pasnoXeHusi O4eHb BOMbLUNX LEeNbIX YNCeN Ha COMHOXUTENN?

22. Yto gBnsgetca HegoCTaTKOM aCUMMMETPUYHBIX KpunTorpaduyeckux cCuctem no
CPaBHEHUIO C CUMMETPUYHBIMN?

23. OOHapyxeHuMe 4Yero He  MOXeT  SABMATbCSA  MPU3HAKOM  MOMbITKA
HECaHKLNOHMPOBAHHOMO AOCTYNa K KOMMNbIOTEPHOW MHGOpMaumMm?

24. Kakum obOpasom wmMoxeT ObiTb obecnedeHa Hambonee HagexHas 3awmTta
XpaHswenca n obpabaTtbiBaeMon B KOMNbIOTEPE UHPOPMALUKN OT YTEYKU MO ONTUYECKOMY
KaHany?

25. N3 kakmx BykB, undp, cMMBONOB MOXeT coctoAaTb naponb B OC Windows XP
(pycckoasblyHas unn MynbTUA3blYHas Bepcnd)?
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26. K kakomy Tuny BpPeOoOHOCHbIX MporpaMMm OTHOCUTCS CaMOBOCNPOM3BOASALLASACA
nporpamMmma, Kotopasi MOXeT NPUCOEAMHATLCA K ApYrMM nporpammamMm un damnnam, HO He
cnocobHass K CcaMopacnpOCTPaHEHUIO MNyTEM MHOMOKPaATHOrO CaMOKOMMPOBaHUS M
nepegayve B KOMMNbOTEPHbIX CETAX?

27. K kakomy Tuny BpPeOoOHOCHbIX MporpaMmMm OTHOCUTCA MporpamMmma, BblNosiHsAemas
OLHOKpPATHO B OnpefeneHHbln MOMEHT BPEMEHU UMW MpU HACTYyNSeHUn onpeneneHHbIX
YCNoOBUA W npegHasHadeHHass Ons HapyweHusa paboTbl KOMMbOTEPHOW CUCTEMBI,
YHUMTOXEHUSA, MoandmKauumn nnm 6nokmposaHns nHgopmMaumm?

28. Y10 rapaHTUpyeT JOCTYNHOCTb UHGDOpMauumn?

29. [Ina kakon uenu NpuMeHsoTCa naeHTudukaumsa n ayteHtmdmkauma?

30. YT0 sBnsieTCa npusHakoMm, Hanbonee OOCTOBEPHO YKa3blBAlOLMM Ha Hanuune B
KOMMbIOTEPHON CUCTEME BPEAOHOCHbBIX MporpaMmm?

31. Kakas yrposa uMmeeT MeCTO, eCfl LIEeHHOCTb WHgopMauun TepsieTcs npu ee
Moandukaumm (MU3BMEHEHNN) NN YHUYTOXEHNN?

32. YTo noHnmaeTca nog yreykon nHpopmaumm?

33. K «kakomy Tuny 3awmTbl MHMpOpMaLMM  OTHOCUTCA OeATenbHOCTb MO
npefoTBpaLlleHno  MOflyYeHus  3alWuwaemMon  uHopMauuu  3aMHTepecOBaHHbLIM
Cy6bekToM C  HapyweHMeM  YCTaHOBJIEHHbIX MPaBOBbIMW  OOKYMEHTaMu  Unu
cobCcTBEHHMKOM, BnagensuemM MHpopmMaumn npas unv npasBun SOCTyNa K 3awumiaemMomn
MHdopMmaunn?

34. Kakown Bng goctyna K nHgopmaumm He OTHOCUTCA K OCHOBHbIM BUAam goctyna?

35. YUto aBndeTca He4oCTaTKOM ANCKPELIMOHHOWN NOSTIUTUKN?

36. Kakyto nonutuky 6e3onacHoCcT NpeacTaBnsaoT npasusia pasrpaHMyeHns gocTyna,
obecneunBaroLLme pasrpaHudeHe JocTyna CyOobeKTOB C pasfnyHbIMK NpaBaMmn JOCTyna K
o0beKkTaM pasfiMyHbIX YPOBHEN KOHpMaeHUManLHoOCTn?

37. Yrto cnocobcTByeT npegoTBpaLLeHNo yTeuYKn MHGOpMaLnK no
3MEKTPOMAarHUTHOMY KaHany?

38. Kak mMoxeT OblTb OBGHapyeHO O6EeCKOHTaKTHOE MOAKMIOYEHNE K 3NEKTPUYECKON
KabernbHON NNHUN?

39. Kakoe siBneHue ncnonb3yeTtca npn 6E€CKOHTAKTHOM MOAKMOYEHUN K SNEKTPUYECKON
KabernbHON NNHUN?

40. K noTepe Kakoro cBoncTtea MHopmMmaumm NpuBoanT nepexsat MHAPOPMAaLMOHHOIO
curHana?

41. Kakne mepbl CNnocobCTBYHOT 3alimMTe OT MOOUNBbHBIX BPE4OHOCHbIX Nporpamm?

42. Yem xapakTepusyeTcs KpUNTOCTOMKOCTb KpunTorpadmnyeckoro npeobpasoBaHmsa?

43. Kak HasblBaeTcs WNdp, UCNOoSb3yoLWwmin NOACTAHOBKN U NEPeCcTaHOBKM B Ka4yecTBe
3fIEMEHTapHbIX COCTaBMAAOLWNX?

44. Kak HasbliBaeTcs LWwudp, MNpU  UCMONb30OBaHUN KOTOPOrO OTKPbITbIA  TEKCT
3anucbiBaeTcs Mo CcTpokaMm (MO ropu3oHTanuM) B dA4erkn Tabnuubl, a wudpTekcT
cunTbliBaeTcs no cronbuam (no BepTukanm)?

45. Yto Takoe nmmntosawmra’?

46. Kak HasblBaeTCcAa anropuTM, KPUNTOCTOMKOCTb KOTOPOro OCHOBaHa Ha TPYAHOCTU
peLleHns 3agaym ANCKPETHOro norapnpmmpoBaHms?

47. Kakas yrpo3a npMBOAMWT K NOTepe LLEHHOCTU MHOpMaumm Npu ee pasrnaweHmm?

48. Kak obecrneunTb HagexHyw 3awuty obpabaTbiBaemMon B KOMMblOTEpPE
WHOpMaUUM OT  yTeYkM MO  SNEeKTPOMarHUTHOMY KaHamny nyTeM nepexsaTa
KOMMPOMETUPYIOLLIErO BbICOKOYACTOTHOIO 3f1IEKTPOMArHUTHOMO NU3ny4yeHnsa?

49. K «kakomy Buay BpPEeAOHOCHOrO0 nporpammMHoro obecneyeHns OTHOCUTCH
CaMOBOCMNpPOM3BOAALLAACA MporpaMma, KoTopas MOXeT NPUCOeduMHATLCA K - ApYyrum
nporpammamMm wu (panvnam, HO He crnocobHas K camMopacnpoCTPaHEHUD nyTem
MHOIOKPaTHOro CaMOKOMMPOBaHUA U nepefaye B KOMMbIOTEPHbIX CETAX?
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50. K «kakomy BuAy BpPEOOHOCHOrO nporpamMmMHoro obecneyeHns OTHOCUTCA
nporpamma, 3arnyckawLlas CKpbITyl0 BHYTPU Kakon-nnbo rneranbHOW nporpamMmbl
HECaHKUMOHNPOBaHHY0  yHKUMIO,  obecneymBalollyto  BbIMOMHEHME  AOEWCTBUMW,
HenpeayCMOTPEHHbIX aBTOPOM feranbHON NporpaMmmbl?

51. Kak moxeT OblTb OOHapy)XeHO KOHTaKTHOE MOAKIYEHNE K JNEeKTPUYECKOn
KabenbHON NNHUN?

52. Yto gaBnseTcA npuM3HAKOM MOMbITKM HECAHKUMOHMPOBAHHOINO [JOCTyna K
KOMMbOTEPHON MHOpMaLmn?

53. Yto Takoe npuHuun Kepkroddca?

54. KakoBbl HEAOCTATKN CUMMETPUYHBIX KPUNTOCUCTEM?

55. Yto Takoe KpPUNTOCTOMKOCTb CUCTEM LWINMPPOBAHUA, KaK OHa KONUYECTBEHHO
onpeaensieTca?

56. Kak wucrnonb3ytoT napagokc OHEeW poXaeHus Ons  KpunToaHanmsa Cuctem
X3LMpPOBaHUA?

57. Knaccudgmkaumss yrpo3 ©OesonacHoctTM No  Buay 3awimuiaemMond OT  yrpo3
6e3onacHocTM nHopmaumn.

58. Knaccudumkaumss yrpo3 6GesonacHoCcTM MO crnocoby peanusauun  yrposbl
6esonacHoCTW.

59. Knaccudgukaums yrpo3 6e3onacHocTv no Tuny MHPOPMaUNOHHBLIX CUCTEM

60. Knaccudgukaums ya3BMMOCTEN NPOrpaMMHOro obecneveHums.

61. MNMpumepbl ya3BUMOCTEN NPOTOKOMOB cTeka npoTokonos TCP/IP.

62. O6bwas XapaKTepucTtumka yrpos GesonacHoCTW, peanun3dyembix  C
NCMoNb30BaHMEM MPOTOKOMOB  MEXCeTeBOro B3anMoaencTBus.

63. Yrpo3bl Tuna «AHanua ceteBoro Tpaddukar», «CKaHMpOBaHWE CeTUY,
«BbisiBNeHne naponay.

64. Yrpo3bl TMna «lNMogmeHa goBepeHHOro obbekra ceTny, «HaBaA3bIBaHME JTOXHOIO
MapLupyTay.

65. Yrpo3bl TMna «BHegopeHne noxHoro ob6bekTay, «OTkaz B 06CNyXuBaHUNY,
«YOaneHHbIn 3anyck NpunoXeHumn»

66. MeTog noacTaHOBOK M NEPecTaHOBOK B KpunTorpadum

67. OcHoOBHble npuHUMnbl KpunTorpadpun. OgHopasosble 6SIOKHOTHI.

68. ANropuTMbl C CAMMETPUYHBIM KPUMNTOrpagoMYeCcKnmM Knroyom.

69. TporHoe wudpoBaHme ¢ nomolibto DES. YnydweHHbIn cTaHaapT WngpoBaHus
AES.

70. Anroput™m Rijndael.

71. Pexxum wmnpoBaHHOM 06paTHOM CBA3N

72. Pexxum rpynnosoro wudpa

73. Pexum cyeT4ynka

74. KpuntoaHanua

75. ANropuTMbl C OTKPbITBIM KITHOYOM

76. Anroputm RSA

77. KpuntoaHanua anroputma RSA

78. Undposble noganucu.

79. Tloanucu ¢ OTKPbITBIM KNHOYOM

80. MNMpodomnu coobLueHnmn

81. NMoagnncs MDS

82. MNognncb SHA-1

83. 2.24. Ceptudpmkatnol. X.509

84. VIHpacCTpyKTypbl CUCTEM C OTKPLITLIMU KITHOYaMMU.

85. Kartanorun. AHHynnpoBaHue

86. IPV4, IPsec.

87. bpangmayapbl



88.
89.
90.
91.
92.
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BupTyanbHble YacTHble CeTu
BesonacHocTb B 6eCcnpoBOAHbIX CETSAX
Be3onacHocTb B ceTax 802.11
BesonacHocTb B cuctemax Bluetooth
MpoTokonbl ayTeHTUmkaumnm

[ns oueHnBaHus pe3ynbTaTtoB O6y‘-IeHMFI Ha 3a4eTe UCNOoNb3yrTCA crenywume

noKasaTtersn:

1)
2)

3)

4)
5)

6)

7)

8)

9)

3HaHMe OCHOB MHGOpPMaLMOHHOM 6e30NacHOCTU U 3aLMTbl MHGOPMaLK;

3HaHME OCHOB WCMNOMb30BaHUA MPOrpaMMHbIX peleHnn B obnactu aHanusa
apXMTEKTYpbl NPeanpusTus;

3HaHME OCHOBHbIX TMPUHUWUMNOB MOCTPOEHUS MHMOPMALMOHHBIX CUCTEM C
NCrnonb30BaHMEM CPeacTB 3almThl MHpopMaumu;

yMeHne NpoBOANTb CPaBHUTESbHbIN aHaNM3 CUCTEM 3aLLnTbl MIHOPMaLUK;

yMEHNe NPUMEHATb CUCTEMHOE W MpUKNagHoe nporpaMMmHoe obecnedeHve npu
co3aHnm MHPOPMAaLIMOHHBIX CUCTEM U aHanu3e CyLLeCTBYIOLLMX;

YMEHMEe WUCNosib30BaTb COBPEMEHHbIE BbIYUCIUTENBbHbIE CUCTEMbI B COCTaBe
KOMMbIOTEPHbIX ceTen ¢ obecnevyeHmem 3amnTbl MHOPMaLUK;

BNnageHne HaBblkaMW MOCTPOEHNA CUCTEM BbICOKOM T[OTOBHOCTM B COCTaBe
pacnpefenéHHbIX  BblMMCIUTENbHLIX  CeTeM C  uHTerpauven  obnadHbIxX
MHPACTPYKTYP B KOMMbIOTEPHYIO CeTb C obecneyeHmem 3awmnTbl UHOpMaUuu;
BNageHne wmeTogaMu BHEOPEHUA CUCTEMHONO W MPUKIagHOro nNporpamMHOro
obecneyeHnsa B MIHPOPMALMOHHbIE CUCTEMBI;

BNageHne HaBblkaMW peLleHus CTaHO4apTHbIX 3ajad 3awmtbl MHGoOpMauum c
yyeTtom TpeboBaHM MHPOPMaLMOHHOM Be30nacHOCTH.

,D,J'IFI oueHnBaHUA pe3yrnbTaToB o6yquM;| Ha 3a4eTe UCNOJIb3yeTCd Wana: «3a4TeHO», «He
3a4YTEeHO».

CooTHoLIEeHNE nokasaTernen, KpUTEPUEB U LLKasbl OLeHNBaHMSA pe3yrbTaTtoB 0by4YeHus Ha

3a4yeTe.
YpoBeHb
KpuTepuu oueHuBaHna kKomneTeHuum chopmmpo- Llikana oueHok
BaHHOCTU
KOMMeTeHuunn
O6yvatowuiics gan npaBufibHble OTBETHI Ha Bce Bonpockl KWM | Ba3oBbili ypoBEHb 3auteHo
(DonyckatoTcst  He3HauuTemnbHble  OWMOKM B TEPMMHOIOMK), W BbllLe

npoaeMoHCTpupoBalt OCBOEHMne 50% un 6Gonee YKa3aHHbIX Bbllle
nokasarenemu, Bce na6opaToprle pa60TbI BbIMOJIHEHbI, TECT 3a4TEH.

OGyyvatowuiics He AaeT NonHble oTBeThl Ha MaTepuansl KMM 1 B Hux
COOEPXKUTCA MHOXECTBO OLIMOOK, B TOM 4ucrie Mo TepMUHOMNOMW,
NPoOAEeMOHCTPUPOBan OCBOEHME meHee 50% yKasaHHbIX Bbllle
nokasaTenen u/unu He Bce nabopatopHble paboThbl BbIMOMHEHbI, W/Wnn
TECT HE 3a4TEH.

Hwxe 6asoBoro
YPOBHS

He 3ayTteHo
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